Dr.Who

Domain Audit Report

vercel.com
Scanned 2026-05-20T13:26:41.207Z

Signing key: drwhome-evp-v1

what this is not

the Domain Audit Report is supporting technical evidence for public-facing domain controls. it is not a SOC 2
audit report and does not replace an auditor; it gives them less to chase. it is not a penetration test, not a risk
register, and not a substitute for compliance tooling like Vanta, Drata, or SecureFrame — those tools manage
the audit programme; the pack documents the public domain surface they reference.

Built by Hikmah Technologies
hikmahtechnologies.com
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Executive Summary

Scanned 1 host(s); recorded 15 finding(s).

Mostly compliant - 6 items need attention PASS WARN FAIL

Aggregate grade across 15 checks. Auditors typically flag 9 6 O
any High-severity finding.

WHAT AN AUDITOR WOULD FLAG FIRST

MEDIUM SPF
~all softfail — receivers may still accept

SOC2CC6.7 ISO27001A.8.20  NIST SC-8

Low CORS
CORS allows all origins (wildcard)

SOC 2 CC6.6 | ISO 27001A.8.23  NIST AC-4

Low DKIM
1/6 DKIM selectors valid

SOC 2 CC6.7 1SO 27001A.8.24  NIST SC-8

(crimicaL-0 ) (HiGH-0 ) ( mepium-1 ) (Low-5 ) (INFO -9 )

Severity Count
@ Critical 0
@ High 0
@ Medium 1
@ Low 5
@ Info 9
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Medium 1 finding

spf - vercel.com
~all softfail — receivers may still accept

Pain: does this domain publish an SPF record limiting authorised senders?

SOC2CC6.7 ISO27001A.8.20  NIST SC-8

* Move to -all (hardfail) once your mail flow is confirmed — softfail gives no real protection
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Low 5 findings

cors - vercel.com
CORS allows all origins (wildcard)

Pain: are cross-origin policies appropriately restrictive at this origin?
SOC2CC6.6 ISO27001A.8.23  NIST AC-4

o Restrict Access-Control-Allow-Origin to specific trusted origins if this APl is not fully public

dkim - vercel.com
1/6 DKIM selectors valid

Pain: are outgoing emails DKIM-signed under a published selector?
SOC2CC6.7 1SO27001A.8.24  NIST SC-8

o Check the missing selectors in your DNS provider and re-add any removed records

dmarc - vercel.com
p=quarantine — receivers send to spam

Pain: does this domain enforce a DMARC policy (quarantine or reject)?
SOC2CC6.7 | 1SO27001A.514  NIST SC-8

« Upgrade to p=reject once your SPF and DKIM pass rates are consistently high

dnssec - vercel.com
DNSSEC not configured — no DS or DNSKEY records found

Pain: is DNSSEC signing enabled for this zone?
SOC2CC6.6 1SO27001A.8.20 | NIST SC-20

e Enable DNSSEC in your DNS provider's control panel and add the resulting DS record at your
registrar

tls - vercel.com
cert expires in 89 days

Pain: is data in transit protected by a valid, current TLS certificate?

SOC 2 CC6.1  I1SO 27001A.8.24  NIST SC-8(1)

o Schedule certificate renewal — consider enabling auto-renewal
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Info 9 findings

Detailed info findings are listed in Appendix B.

ct_log

dns

headers
mta_sts

mx

redirects
tisrpt
web-surface

whois
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Appendix A — Framework Mapping

SOC 2
CC6.7
CCé6.6
CC6.7
CC6.7
CC6.6
CC6.1

CC7.2
CC6.6
CC6.6
CCe.7
CC6.7
CC6.6
CC7.2

CC6.6
CC2.3

local-vercel.com-2026-05-20T13:26:41.207Z - vercel.com

1ISO 27001
A.8.20
A.8.23
A.8.24
A514
A.8.20
A.8.24
A.8.16
A.8.20
A.8.23
A.8.24
A.8.21
A.8.23
A.8.16
A.8.9
A.5.20

NIST
SC-8
AC-4
SC-8
SC-8
SC-20
SC-8(1)
Sl-4
SC-20
SC-7(8)
SC-8
SC-8
SC-7
AU-6
CM-7
PE-2

Check
spf

cors
dkim
dmarc
dnssec
tls

ct_log
dns
headers
mta_sts
mx
redirects
tisrpt
web-surface

whois

drwho.me/methodology/v1

Observed
medium
low

low

low

low

low

info

info

info

info

info

info

info

info

info
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Appendix B— Per-Check Raw Data

spf

host: vercel.com severity: medium

{"record":"v=spfl include: _netbl ocks. googl e. com i ncl ude: _net bl ocks2. googl e. com

i ncl ude: _net bl ocks3. googl e. com i ncl ude: nkt onai | . com i ncl ude: anazonses. com i ncl ude: sendgri d. net

i ncl ude: _spf. sal esforce. comincl ude: spf. nt asv. net
~al I", "mechani sns": ["v=spf 1", "i ncl ude: _net bl ocks. googl e. cont, "i ncl ude: _net bl ocks2. googl e. cont', "i ncl ude: _net bl ocks3.

cors

host: vercel.com severity: low
(-

origin":"https://drwho. ne", "nmet hod": " GET", "preflightStatus":204,"allowOigin":"*" "allow\vet hods": " OPTI ONS,
GET, HEAD', "anyAcHeader":true}

dkim

host: vercel.com severity: low

selectors":[{"selector":"default","status":"not_found"}, {"sel ector":"google", "status":"found", "record":"v=DKl M;
k=rsa;
p=M | Bl j ANBgkghki GOWOBAQEFAACCA@AM | BCKCAQEASou7TgAHoj 7/ WRCS] / RG7eZJ1ClghEdZLd5j EQI1WEWH 5Zxnr ELof qZHFQThOkBz Tj / |

dmarc

host: vercel.com severity: low

{"record":"v=DVARCl; p=quarantine; rua=nailto:df 9481016e14030@ ep. dnar canal yzer. com
ruf =nai | t o: df 9481016e14030@ or . dnar canal yzer. cony pct =100;
fo=1;","tags": {"v":"DMARCL", "p":"quarantine","rua":"nuilto:df 9481016e14030@ ep. dnar canal yzer. conl’, "ruf": "mai | t o: df ¢

dnssec

host: vercel.com severity: low

{"dnssecEnabl ed": f al se, "adFl ag": fal se,"ds":[], "dnskey":[]}

tls

host: vercel.com severity: low

{"subject":{"CN':"vercel.cont'}, "issuer": {"CN':"R13","O":"Let"'s Encrypt"},"validFron:"May 19 21: 36: 16
2026 GV, "val i dTo": "Aug 17 21:36:15 2026
GV, "sans":["vercel .conl'], "fingerprint256":"6A: 79: BA: 13: 74: DB: 04: 18: 02: DO: 2B: 7D: 0B: OE: 5C: F6: 6E: D6: C3: 64: E7: 8D: E1: |

ct_log
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host: vercel.com severity: info

subdonai ns": ["adm n. vercel . cont, "assets. vercel . con{, "aut h. vercel . cont', "checkout . vercel . cont', "dat ar equest . ver cel . col

dns

host: vercel.com severity: info

7=
records": {"A":[{"nane": "vercel.conl, "type":1,"TTL": 1620, "data":"198. 169. 2. 1"}, {"nanme": "vercel . conl’, "type": 1, " TTL":
host mast er. nsone. net. 1657718860 43200 7200 1209600

14400"}], " CAA": [{"nane": "vercel .conf, "type": 257, "TTL": 1800, "data": "\\# 22 00 05 69 73 73 75 65 6¢c 65

74 73 65 6e 63 72 79 70 74 2e 6f 72 67"},{"nanme":"vercel.cont, "type":257,"TTL": 1800, "data": "\\# 21

00 05 69 73 73 75 65 67 6¢c 6f 62 61 6C 73 69 67 6e 2e 63 6f

6d"}, {"nane": "vercel .conf, "type":257,"TTL": 1800, "data": "\\# 18 00 05 69 73 73 75 65 73 65 63 74 69

67 6f 2e 63 6f

6d"}], " TXT": [{"nane": "vercel .cont, "type": 16, " TTL": 1800, "data": "\ "googl e-si te-veri ficati on=J9N kBE_oybWa- CHAkVOV] Sj
i ncl ude: _net bl ocks. googl e. com i ncl ude: _net bl ocks2. googl e. com i ncl ude: _net bl ocks3. googl e. com

i ncl ude: nmkt onmai | . com i ncl ude: amazonses. com i ncl ude: sendgri d. net include: _spf. sal esforce. com

i ncl ude: spf. nt asv. net

~al I\""}, {"nane": "vercel .conl', "type": 16, "TTL": 1800, "dat a": "\ "door dash-veri fi cati on=kA20zHf LLU2I EpqQvimJ O7 DRKWZAr KO '
k=ed25519;

p=53H31VW«af 08f Bk8I O j | W xy4pKOKG LRVSB8WsU8r Y=\""}, {"name": "vercel . cont, "type": 16, " TTL": 1800, "data": "\ "ser val - donai

headers

host: vercel.com severity: info

final Url":"https://vercel.com ", "headers":{"accept-ch":"Sec-CH Prefers-Col or-Schene", "age": "319", "cache-control ": "]

max- age=0, nust-revalidate", "content-encoding":"br","content-security-policy":"default-src 'self"'
vercel .com *.vercel .com assets. vercel.com*.vercel.sh vercel.live wss://*.vercel.com*. codesandbox. i o
| ocal host:* chrone-extension://* https://ww.youtube-nocookie.comhttps://risk.clearbit.com
https://react-tweet.vercel.app/*;script-src 'self' 'unsafe-eval' 'unsafe-inline'

"inline-specul ation-rules' https://snap.licdn.com https://ww:.youtube.com cdn. vercel -insights.com
va.vercel -scripts. comvercel.com *.vercel.com assets. vercel.com *.vercel.sh vercel.live

wss://*.vercel.com*. codesandbox.i o | ocal host:* chrome-extension://* https://ww.youtube-nocookie.com
https://risk.clearbit.comhttps://react-tweet.vercel.app/* cdp.vercel.comstyle-src 'self’

"unsafe-inline' vercel.com*.vercel.com assets.vercel.com*.vercel.sh vercel.live wss://*.vercel.com

*. codesandbox. i o | ocal host:* chrone-extension://* https://ww.youtube-nocooki e.com
https://risk.clearbit.comhttps://react-tweet.vercel.app/*;ing-src 'self' blob: data: *.github.io

avat ars. gi t hubuser cont ent. com user -i mages. gi t hubuser content. com vercel .com vercel .live *.vercel.sh
assets.vercel.comcdn.raster.app https://inages.ctfassets.net https://ww.googl e.com
https://i.yting.comhttps://s3.anazonaws. com pbs. tw ng. com https://wwmv. gravatar.com

https://1ishhsx6knt haacj . public. bl ob. vercel - st orage. com nedi a-src 'sel f' blob: data: vercel.com
*.vercel.comassets. vercel.com*.vercel.sh vercel.live wss://*.vercel.com*. codesandbox. i o | ocal host: *
chrone-extension://* https://ww.yout ube-nocooki e.com https://risk.clearbit.com
https://react-tweet.vercel.app/*;connect-src 'self' data: *.ingest.sentry.io *.ingest.us.sentry.io

wss: //ws-us3. pusher.com sockj s- use3. pusher.comreact-tweet.vercel.app https://*.contentful.com

www. ver cel - st atus. com unpkg. com vercel .com *. vercel . com assets. vercel .com *.vercel .sh vercel.live
wss://*.vercel.com*.codesandbox.i o | ocal host:* chrone-extension://* https://ww.youtube-nocooki e.com
https://risk.clearbit.comhttps://react-tweet.vercel.app/* cdp.vercel.comfont-src 'self' vercel.com
assets.vercel.comvercel.live fonts.gstatic.com *.vercel.sh;frane-ancestors 'self"’

https://vercel.com https://app.contentful.com https://*.contentful.com https://*.vercel.sh
https://*.vercel.conl, "content-type":"text/htm ;

charset=utf-8","critical-ch":"Sec-CH Prefers-Col or-Schene", "date": "Wd, 20 May 2026 13:21:21

Gur, "etag": "W\ "935c7sint3cjft\"", "feature-policy":"fullscreen 'self'; canera
‘none'","referrer-policy":"origin-when-cross-origin","server":"Vercel", "set-cookie":"_v-anonynous-id-renewed=1;
Pat h=/; Max- Age=86400; SaneSite=Lax; Secure;

Domai n=. vercel . cont, "strict-transport-security":"mx-age=31536000; i ncludeSubDomai ns;

preload", "transfer-encodi ng": "chunked", "vary":"rsc, next-router-state-tree, next-router-prefetch,

next - rout er - segnent - pref et ch”, " x-content -t ype-options": "nosni ff", "x-dns-prefetch-control":"on", "x-dowl oad- opti ons'
Payl oad", "x-vercel -cache":"H T", " x-vercel -id": "bonil: :iadl:: 5pws7-1779283601316- €9b113e72362", " x- xss- prot ecti on": "0’

mta_sts
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host: vercel.com severity: info

{}

mx

host: vercel.com severity: info

records":[{"priority":1, "exchange": "aspnx.!|.google.com"}, {"priority":5,"exchange": "alt1.aspnx.|.google.com"}, {"pr

redirects

host: vercel.com severity: info

{"hops":[{"url":"https://vercel.com ", "status":200}],"final Status": 200}

tisrpt

host: vercel.com severity: info

{}

web-surface

host: vercel.com severity: info

{"robots":{"present":true, "body": "User-Agent: *\nContent-Signal: search=yes, ai-input=yes,
ai-train=no\n\n# Al |l ow robots to be able to craml the OG Inage APl route and all the subpaths\nAll ow
/api/og/*\nAl | ow. /api/docs-og*\nAllow. /api/product-og*\nAllow /api/dynam c-og*\nAllow

[ api / ww/ avat ar/*\ n\nDi sal | ow. \ nDi sal | ow. /api/\nDisallow /oauth\nDi sallow /confirmnD sallow

/' notifications\nDisallow /old-browser.htn\nDisallow /preauthorize\nDisallow /signup?*\nDisallow
/invites/\n\n\n\nSitenmap:

https://vercel.conlsitemap.xm\n"}, "sitemap": {"present":true, "url Count": 451}, "head": {"title":"Vercel:
Bui |l d and depl oy the best web experiences with the Al C oud", "description":"Vercel gives devel opers
the franeworks, workflows, and infrastructure to build a faster, nore personalized
web.","og":{"og:title":"Vercel: Build and depl oy the best web experiences with the Al Coud -

Vercel ", "og: description":"Vercel gives devel opers the frameworks, workflows, and infrastructure to
build a faster, nore personalized
web. ", "og:url":"https://vercel.conl hone", "og:site_nane":"Vercel","og:|ocale":"en_US","og:imge":"https://assets. vel

Bui |l d and depl oy the best web experiences with the Al Coud","twitter:description":"Vercel gives
devel opers the frameworks, workflows, and infrastructure to build a faster, nore personalized
web. ", "twitter:imge":"https://assets.vercel.conlinage/ upl oad/ contentful /i nage/ e5382hct 74si / 4JnubnmYDInFt st wHbaZPev/

whois

host: vercel.com severity: info

{"registrar":"Amazon Registrar,

Inc.","createdAt": "1999- 10- 04T19: 30: 472", "expi resAt": "2029- 10- 04T19: 30: 47Z", "statuses": [ "cl i ent Tr ansf er Pr ohi bi t ed
https://icann. or g/ epp#cl i ent Transf er Prohi bited"], "raw': {"Donai n Status":["clientTransferProhi bited
https://icann. org/ epp#cl i ent Tr ansf er Prohi bi ted"], " Nane

Server":["A. ZEl T- WORLD. CO. UK", " B. ZEI T- WORLD. ORG', " E. ZEI T- WORLD. COM', " F. ZElI T- WORLD. NET" ], " Domai n
Nane": " VERCEL. COM', "Regi stry Donmin | D':"10966907_DOVAI N_COM VRSN', "Regi strar WHO S

Server":"whoi s.regi strar.anmazon", "Regi strar URL":"http://regi strar.anmazon. coni', " Updat ed

Dat e": "2026- 05- 16T15: 54: 357", "Creat ed Date":"1999-10-04T19: 30: 472", "Expiry

Dat e": "2029- 10- 04T19: 30: 472", "Regi strar": "Amazon Registrar, Inc.","Registrar |ANA

| D':"468", "Regi strar Abuse Contact Emmil":"trustandsafety@upport.aws.conl', "Regi strar Abuse Contact
Phone": " +1. 2024422253", "DNSSEC" : "unsi gned", "URL of the | CANN Whoi s | naccuracy Conpl ai nt
Fornt:"https://ww.icann.org/wcf/",">>> Last update of whois database":"2026-05-20T13: 26: 23Z

<<<" "text":["For nore infornmation on Whois status codes, please visit
https://icann.org/epp","","NOIl CE: The expiration date displayed in this record is the date
the","registrar's sponsorship of the domain nane registration in the registry is","currently set to
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expire. This date does not necessarily reflect the expiration","date of the domain nane registrant's
agreenment with the sponsoring”,"registrar. Users may consult the sponsoring registrar's \Wois database
to","view the registrar's reported date of expiration for this registration.","","TERVMS OF USE: You
are not authorized to access or query our \Wois", "database through the use of electronic processes
that are hi gh-vol une and", "aut onat ed except as reasonably necessary to regi ster domai n nanes or", "nodify
existing registrations; the Data in Veri Sign G obal Registry","Services' (\"VeriSign\") Wois database
is provided by VeriSign for","infornation purposes only, and to assist persons in obtaining

informati on", "about or related to a domain nane registration record. Veri Sign does not","guarantee
its accuracy. By submitting a Wiois query, you agree to abide","by the following terns of use: You
agree that you may use this Data only","for |awful purposes and that under no circunstances will you
use this Data","to: (1) allow, enable, or otherw se support the transm ssion of mass", "unsolicited,

comerci al advertising or solicitations via e-mail, telephone,","or facsinile; or (2) enable high
vol ume, automated, electronic processes”,"that apply to VeriSign (or its conputer systens). The
conpil ation,", "repackagi ng, dissemnmination or other use of this Data is expressly", "prohibited without

the prior witten consent of VeriSign. You agree not to","use electronic processes that are automated
and hi gh-volune to access or", "query the Wois database except as reasonably necessary to

regi ster", "donmai n nanes or nodify existing registrations. VeriSign reserves the right","to restrict
your access to the Wois database in its sole discretion to ensure","operational stability. VeriSign
may restrict or term nate your access to the","Wois database for failure to abide by these terns of
use. VeriSign","reserves the right to nmodify these terns at any tine.","","The Regi stry database
contains ONLY .COM .NET, .EDU donmins and","Registrars."]}}
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